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1. Introduction

As artificial intelligence (Al) technology becomes increasingly integrated into our daily
lives, there is no shortage of difficult questions about the risks it poses and whether it will
negatively or positively affect people and society. It is difficult to determine whether, how,
and to whom AI models with advanced capabilities pose risks. Al actors require detailed
information to understand risks and to decide whether to procure, deploy, or use Al in their
specific contexts .

ARIA (Assessing Risks and Impacts of Al) is a NIST evaluation-driven research program
to develop measurement methods that can account for AI’s risks and impacts in the real
world. The program establishes an experimentation environment to gather evidence about
what happens when people use Al under controlled real-world conditions. In contrast to
current approaches that rely on probabilities and predictions, ARIA will enable direct ob-
servation of Al system behaviors and potential impacts on users. ARIA pairs people with
Al applications in scenario-based interactions designed around specific Al risks and studies
the results. Applications are submitted to NIST from around the globe and are evaluated
on the basis of whether risks materialized in the scenarios, and the magnitude and degree
of resulting impacts. Participating teams will learn whether their applications can maintain
functionality across the varying contexts of the test environment.

Figure 1 presents the process flow diagram of ARIA’s experimentation environment that
can enable a comprehensive view of Al risk and impacts before, during, and after they
materialize in user interactions®. The environment’s configurable design can provide an
almost limitless number of simulations to fill in missing information about what actually
happens when people use Al technology in the real world. Initially, ARIA will principally
focus on risks that can be directly observed through user interactions with Al technology?>.
Over time, based on available resources and with input from the ARIA research community,
the program may potentially expand to examine broader Al risks and related impacts, such
as to the workforce.

Evaluation of Al applications starts in ARIA’s three-level testbed, in which each level uses
a different testing approach to explore potential risks and impacts:

1. Model testing: confirm claimed capabilities
2. Red teaming: stress test and attempt to induce risks

3. Field testing: examine positive and negative impacts that may arise under regular use

I AT actors are “those who play an active role in the AI system lifecycle, including organizations and individ-
uals that deploy or operate AI” [OECD (2019) Artificial Intelligence in Society—OECD iLibrary] For a full
list of Al actors, see the NIST Al RMF.

2All tests with users will follow standard human subject protocols and receive approval from the NIST Re-
search Protections Office (RPO) prior to enrolling human participants.

3NIST intends to initiate testing with the taxonomy of risks defined in the AI Risk Management Framework
Generative Al Profile [1].
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Fig. 1. ARIA’s experimentation environment simulates deployment contexts to understand
how, when, and for whom Al risks and impacts materialize.

Next, the testbed output for each application is annotated and analyzed in ARIA’s assess-
ment layer to determine whether risks materialized in the interaction and to characterize
the outcomes. Finally, the application results are calculated in the measurement layer using
the Contextual Robustness Index (or CoRIx), ARIA’s measurement instrument and suite of
metrics. The CoRIx measures whether Al applications can maintain robust and trustworthy
functionality across deployment contexts.

Dialogues collected in the ARIA environment will be curated and anonymized and are
planned to be publicly released after each evaluation series. The publication of ARIA’s
methods, metrics, practices and tools will facilitate adoption and scaling across industry
and research settings. ARIA’s CoRIx instrument and suite of metrics will also be collabo-
ratively developed and released for broad adoption.

Selected ARIA metrology terminology are as follows:

* Assessment: Action of applying specific documented criteria to a specific software
module, package or product for the purpose of determining acceptance or release of
the software module, package or product [2].

* Benchmarking: (i) Standard against which results can be measured or assessed;
(ii) Procedure, problem, or test that can be used to compare systems or components
to each other or to a standard. [2]

* Evaluation: (i) Systematic determination of the extent to which an entity meets its
specified criteria; (ii) Action that assesses the value of something [2].

* Measurement: (1) Quantitative measurement is the act or process of assigning a
number or category to an entity to describe an attribute of that entity [2]. (2) Qualita-
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tive measurement is based on descriptive data derived from observations, interviews,
focus groups, or open-ended text fields in surveys.
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2. Background

New and rigorous methods, metrics, processes, data, and skills are required to evolve the
field of Al risk measurement and to account for what happens when people use Al in real
world contexts.

2.1. Overview of NIST Evaluation-Driven Research

NIST’s Information Technology Laboratory (ITL) has a long history of evaluation-driven
research of technology. # For decades, ITL has hosted technology evaluations using a com-
mon set of tasks, data, metrics and measurement methods. This approach reduces overhead,
enables reproducibility, and drives identification of the most promising research directions
for technology improvements. NIST evaluations are long-term exploratory research efforts
that span multiple iterations, tasks and challenge problems, and are open to all who have
interest.

NIST’s evaluation program outcomes can inform organizational decision making, but NIST
does not define measurement thresholds, select or weigh in on which metrics or meth-
ods should be used by external evaluators or entities, or otherwise make recommendations
about which technique is the best available for a given purpose. Evaluation plans specify
requirements for expected application behavior and the methods to evaluate performance.
Evaluation workshops are held at a regular cadence to collaboratively identify areas of
research refinement and expansion, and to plan future evaluations.

For the ARIA program, NIST has developed and will supply the following:
* Infrastructure for testing, annotating and scoring submitted Al applications
» User recruitment, enrollment and management for red teaming and field testing ac-
tivities
 Scripts for model testing tasks
* Submission criteria for Al applications
* Testing protocols, risk proxy scenarios, and risk guardrail criteria
* Annotation schema and process, annotators, and annotated outputs

* Scoring methodology, evaluation outcomes and reporting

2.2. Strengthening Al Risk Measurement

Performance and risk in Al systems are distinct yet interconnected aspects that require
separate consideration in measurement paradigms. Measures of accurate performance may

“4For more information about NIST Al technology evaluations see: https://www.nist.gov/programs-projects
/ai-measurement-and-evaluation/nist-ai-measurement-and-evaluation- projects.
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indicate that a system can accomplish tasks effectively, but it does not necessarily correlate
with lower risk likelihood or positive outcomes in the real world. An Al system can excel
in its intended functions while still contributing to undesired or negative impacts. ARIA
enables a broader view of the orthogonality between performance and risk by examining
Al in context. The three-level testbed is designed to surface AI’s technical capabilities,
potential for risk, and resulting impacts under different test scenarios. Dialogue output
from the three levels are annotated in the same way to reveal salient differences and to
provide a more complete picture of how Al risk arises in the real world.

NIST’s recent efforts in the fields of Al risk management, generative Al risk, and trust-
worthy and responsible Al serve a foundational role for ARIA. For example, organizations
implementing the Al Risk Management Framework’s (Al RMF) [3] Measure function can
expect to benefit from the Test, Evaluation, Verification and Validation (TEVV) methods
and related Al risk measurement practices developed in ARIA. In particular, ARIA’s risk
focus is directly informed by the framework, which defines risk as:

“The composite measure of an event’s probability of occurring and the mag-
nitude or degree of the consequences of the corresponding event. The im-
pacts, or consequences, of Al systems can be positive, negative, or both and
can result in opportunities or threats.” (Al RMF page 4)

Current Al evaluation approaches are limited in several ways:

* Al risk measurement requires detailed information about which risks and impacts
actually materialize in the real world, how, and for whom. Without this information,
validating the accuracy of Al risk estimates is difficult.

* Performance-based metrics, such as accuracy, are insufficient for assessing the type,
magnitude or degree of Al’s impacts in the real world.

ARIA will collect data that can corroborate what happens when people use Al in the
real world.

ARITA aims to simulate the conditions of the real world to build up methods that can:

* provide missing detail about how people use and interact with Al technology in de-
ployment settings;

* detect whether and how often risks materialize in real world settings, and who may
be impacted;

* characterize and categorize Al risks and impacts to people;
* link specific Al risks to specific impacts;

» gauge whether risk and impact mitigation approaches achieve their intended goals;
and
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* assess Al system trustworthiness, explore the tradeoffs between trustworthy charac-
teristics, and inform the design and development of trustworthy Al.

Table 1. Summary of comparisons between current approaches and ARIA testbed-style

experiments

Aspect

Traditional AI Evaluations

ARIA Experiments

Focus of assessment

Model capabilities and per-
formance

Materialized risks, magnitude and degree of im-
pacts, Al trustworthiness

Evaluation approach

Model-centric, benchmark-

ing

Human-centric, user interactions with Al applica-
tions in context-specific scenarios

Measurement approach

Primarily quantitative

Mixed methods (combination of quantitative and
qualitative techniques)

Metrics

Primarily accuracy

Contextual robustness (suite of metrics)

Stakeholder community

Al actors on the lifecycle -
primarily development teams

Operators, end users and potentially impacted
individuals; Deployers; Subject matter experts;
Metrologists

Test environment

Built for each vertical domain

Horizontal/Multipurpose
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3. Motivating Factors for the ARIA Program

This section describes some key challenges in Al risk measurement that motivated ARIA’s
design and research focus to date. Subsection 3.1 describes current limitations when mea-
suring Al system risks and impacts that manifest in real-world settings. Subsection 3.2
describes measurement challenges due to the broad variability in how people may use and
repurpose Al systems.

3.1. Risk Measurement Requires Different Methods and Data Than Performance-
Based Measurement.

Risks can arise from how Al systems process, generate, and disseminate information in
real-world settings. These risks go beyond model accuracy and may include harmful bias,
difficulty controlling public exposure to dangerous, violent, and harmful content, and leak-
age or unauthorized disclosure of private data. > Many of these risks and resulting impacts
can materialize via interactions among the Al system, users, and the broader socio-technical
environment [4, 5].

Like risk estimates for any field, Al risk estimates use statistical models that are limited by
the factors included or represented in that model. To effectively capture detailed insights
about risk, measurement methods need to contextualize factors beyond the technical Al
system itself and consider the following:

* Corroborating data: Did a risk and resulting impact materialize in context?

* Detail about the consequences: Can the risk and resulting impact be contextualized
within the relevant setting?

» Effectiveness of existing controls: Do risk mitigation approaches achieve their in-
tended real-world aims?

* Generalizability: Can the statistical model be applied to similar risks in other real-
world settings?

For the purposes of the ARIA program the following definitions are provided to foster a
shared understanding of context.

>For more information about risks related to generative Al, see Artificial Intelligence Risk Management
Framework: Generative Artificial Intelligence Profile [1].

7
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Context: The parameters
in which interrelated fac-
tors, purposes, and circum-
stances may shape individ-
ual and collective percep-
tions, interpretations, and

Context-of-use: “Com-
prises a combination of
users, goals, tasks, re-
sources, and the technical,
physical and social, cul-
tural and organizational

Contextualization: Act of
placing a materialized risk
within a broader setting for
interpretation of its impacts
and estimate its likelihood.

environments in which a
system, product or service

expectations about the func-
tionality and impacts of Al

technology, and resulting | is used[; ...] can include
actions. the interactions and in-
terdependencies  between

the object of interest and
other systems, products or
services.” [6]

Real-World Conditions Can Be Integrated into Risk Measurement

Knowing whether an Al system produces a given output is only the first step in a chain of
events about Al risks and impacts. At a minimum, it is also necessary to know whether
individuals will actually be exposed to a potentially positive or negative impact; whether
or how they will perceive, make sense of, and use or act on that output; and what the re-
sulting effect can be. Capturing this type of information is currently difficult. For example,
although Al users are often able to report incidents and contest Al-based decisions, there
are few methods to conceptually and practically place those incidents in context.

Currently, Al risk probabilities are based on technical and physical factors of the Al model.
Al practitioners evaluate model capabilities through computer simulations with benchmark
datasets representing some aspect of the real world [7, 8]. Benchmark datasets are typically
large-scale, static and retrospective, and focus on model performance in isolation. This type
of evaluation approach is invaluable during model development but is unable to account for
the benefits and risks of an entire Al application within its operational setting, that is, where
risks typically play out in complex interactions with people. For example, some operational
factors, such as human-Al configuration, secondary data use, or security incidents, can
contribute to negative or positive outcomes, but are not typically included in today’s risk
estimates.

Baseline risk assessment methods, which often rely on theoretical models or limited test-
ing suites, are also unable to systematically account for impacts in deployment settings.
For small-scale (often singular) Al risk and impact assessments, it is difficult to map fail-
ure modes to specific Al system behavior without contextual information, or to tease out
whether an outcome will be positive or negative once an Al system is deployed [9][10].
This type of testing can be particularly laborious given the broad and growing complexity
of Al risks and resulting impacts.

Other challenges include data contamination, which occurs when Al models are exposed
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to the data used in testing before the actual test [11], and task contamination, which occurs
when models are exposed to examples that are similar to the benchmark task prior to test-
ing [12]. Data and task contamination can lead to erroneously high performance estimates
for computational benchmark results and the potential compromise of publicly available
benchmarks when many Al systems share the same contaminated training data.

Use Case: Challenges Posed by Underspecification

A key limitation of benchmarks is underspecification, a phenomenon in machine learning
when, for a model to perform well in the real world, technical best practices are not enough,
and therefore additional domain expertise is required [13]. Sentiment analysis, a process
used to categorize text by affective valence, provides a useful example of “underspecifica-
tion” when the analysis output fails to encode sufficient domain expertise to reliably handle
nuances in complex text data. ¢ Language models have improved performance of sentiment
classifiers, but challenges still persist for non-English or mixed-language text, sarcasm, and
negation (which reverses the meaning of the text), and for other common speech and text-
based behavior included in machine learning (ML) training data [14—16]. More generally,
non-surface factors such as the meaning of language may be too nuanced and complex for
sentiment modeling approaches to capture or place into context. Human-performed an-
notation and labeling can account for the contextual meaning of human communication,
improve performance and address underspecification. ARIA’s human-performed annota-
tion processes aim to capture a wider variety of signals in user interactions with Al ap-
plications. These methods will start out as entirely manual and adapt over time to be less
resource-intensive.

Al Lifecycle Practices Can Inform Risk Measurement
Al risks can materialize across the entire Al lifecycle, ’ as well as adapt and evolve over
time and across conditions.

Al systems are not only technical artifacts constructed from data, compute, and algorithms,
but also a product of the people who design, develop, deploy, and use them [18, 19]. These
human factors are typically unavailable or abstracted away in Al lifecycle processes. Al
models themselves are discrete representations of the real world and unable to account
for real-time dynamics [13]. The various human behavioral and contextual factors in the
datasets that underlie model development and engineering are further “flattened” by ML
processes. This mismatch between the real world and the inner workings of Al applica-
tions often means that they can typically excel in design and development settings, only to
struggle when faced with the noisy conditions of real-world deployment [13, 20].

Contextual information is difficult to integrate across the Al lifecycle. ML uses “lightweight”
process-based techniques to facilitate technology production and scalability [21]. Contex-

®Real Toxicity Prompts is an example of a benchmark that relies on an ML toxicity classifier for scoring [17].
7ARIA uses the Al lifecycle described in the Al RMF [3].

9
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tual information, however, can be thought of as a form of “thick description.”8 The elicita-
tion, capture, processing, analysis, and integration of contextual information requires spe-
cific domain expertise and is customarily “slow” and difficult to scale. Various structured
feedback mechanisms can be used to support contextually informed processes. However, a
long-standing challenge in technology development is how to separate human-driven meth-
ods such as annotation or in-depth risk analysis from the individuals who conduct them, for
scaling and automation. It is often difficult to determine which human tasks and processes
are related to domain expertise, skills, and experience, and which can be packaged for
automation. For example, processes that require domain knowledge may be either:

* automated and lose contextual detail along with awareness of what was “lost.” or
* remain entirely manual and unable to deliver contextual benefits at scale.

Decisions across the lifecycle, like in any profession, can also be prone to subjective inter-
pretation. Al actors may reach significantly different conclusions about salient risk factors—
even for the same Al system [21, 23, 24], leading to erroneous decisions. For example, Al
actors may opt to not deploy an Al system based on a risk that is not genuine.

Once released, Al models can be expected to skew in ways that are difficult for practitioners
to predict and anticipate. For example, Al deployers consider expectations and needs of
different user groups, [3] but they usually have limited visibility into other parts of the
lifecycle and few opportunities to systematically get direct insights from people who use
the technology. Evaluating in real-world testing conditions can improve understanding of
the dynamic and multi-dimensional aspects of real-world risks, yet such approaches are
currently nascent.

Currently, Al evaluators can provide contextual details across the Al lifecycle by:
* using dynamic documentation and transparency approaches;

* incorporating input from individuals with varied skills, perspectives, backgrounds
and disciplines; and

» conducting participatory engagement with users and other stakeholders that are ex-
ternal to the organization.

Eliciting and capturing input from the public is itself a specific expertise that requires for-
mal collection and analysis skills, and the ability to translate results to technical Al ac-
tors. [3].

Data That Can Corroborate Risk Are Required
One common approach to managing Al risk is to locate additional data related to the spe-
cific AI modeling tasks. However, additional data may not be useful if they lack detail

8Thick description is the ethnographic process of understanding actions in real-world context via the col-
lection of in-depth qualitative data. For an understanding of thick description as it relates to technological
systems, see [22].

10
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about the materialized risk. In a quest for “corroborative” data, some Al researchers have
taken a cue from cybersecurity efforts such as incident reporting, and red teaming. When
applied to Al, incident reporting involves monitoring and tracking adverse Al events in
deployment [25, 26]. These kinds of data can provide a sample of real-world Al risks but
typically lack the necessary detail about how and for whom risks materialized. Adapted
from cyber red teaming, Al red teaming practitioners test systems in realistic risk scenarios
to produce adverse outcomes and to identify risk boundaries [27-29]. Depending on how
they are designed, Al red teaming exercises can provide more experimental control over
key variables to deduce how risks materialize[30]. However, because red teaming is adver-
sarial in nature, it cannot—on its own—provide a complete picture of the Al risk surface or
the positive impacts of Al technology.

Many organizations that deploy Al technologies capture and document real-world out-
comes of system performance, along with user feedback directly from the deployment
context. However, these data are not typically released for research purposes or collected
with standard research or human subject protocols, limiting their availability and accessi-
bility [31].

ARIA’s experimentation environment is designed to capture materialized risk data and char-
acterize the results. By simulating real-world conditions, the experimentation environment
can also enhance the “testability” of Al risk measurement approaches and collect data to
“corroborate” hypotheses about Al functionality in deployment contexts. As ‘“the more
empirical tests a theory passes the more valid it becomes” [32] ARIA can accelerate the
development of valid and reliable tools, methods and data to drive the development of Al
risk measurement science. The experimentation environment also provides a venue to fal-
sify, refute, and revise ARIA’s evaluation processes, enhancing their experimental validity,
reproducibility, and generalizability [19, 33].

3.2. The Complexity of Al Use Cannot Be Overstated

Risk measurement is also complicated by the ambiguity, variability and heterogeneity of
the social, cultural, and organizational contexts in which people use Al technology [34].
Users bring their own perspectives, expectations and mental models to their interactions
with Al and interpretations of resulting outputs, all of which can vary widely. Individuals
can reuse, misuse or re-purpose even the same Al system. For example, a health care
worker using a hiring application may have different expectations about model outputs
depending on the purpose, setting, and task, and interpret and act upon the resulting Al
output in different ways [34]. User behavior and societal and cultural norms continuously
adapt. An Al personal assistant might initially be perceived as helpful and trustworthy, but
over time can reveal subtle negative impacts on users’ decision-making skills or privacy.

The proliferation of Generative Al (GAI) technology illustrates the challenges posed by
heterogeneity [34]. Prompt sensitivity and other dynamic factors in deployment require
GAI models to adapt to user contexts. GAI systems, such as large language models

11
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(LLMs), that are unable adapt to the communication nuances of user interactions and ex-
pectations in deployment may:

* Misinterpret user intent: Models may take sarcastic comments in a user prompt liter-
ally and produce inappropriate responses, or vice versa.

* Fail to adapt to dialogue tone: Models may produce overly casual language in a
formal business setting, or vice versa.

* Ignore cultural nuance: Models may produce culturally insensitive remarks or rec-
ommendations to users.

* Mishandle sensitive topics: Models may frame controversial topics inappropriately.

* Provide irrelevant information: Models may provide generic responses that do not
meet user specifications and requirements.

* Act overly familiar: Models may engage with users in a manner that clashes with
user expectations for the setting.

Determining “correctness” or “appropriateness” of Al-generated output in a given setting
could entail a potentially infinite set of “answers” from the prompter’s perspective. Mea-
suring this infinite set of responses is improbable. Notably, ARIA’s experimentation envi-
ronment does not seek to model a priori every possible risk associated with every option
for how people interact with Al applications. Rather, the environment makes it possible
to monitor whether a risk materialized in people’s interactions with Al, and to explore the
contextual aspects of that risk and resulting impacts when it does. In effect, the ARIA
environment may sharpen collective knowledge about the conditions under which AI’s op-
portunities and threats may be more likely to occur. This knowledge can improve modeling
and algorithmic techniques for risk identification, classification, and assessment.

Use Case: Challenges Posed by Complexity—Keyword Filtering

Keyword filtering is commonly used to assess whether different types of content are
present in the datasets underlying the models used in Al. Yet, keywords remain a blunt
tool for capturing the complex nuances of people’s language use in real-world interac-
tions with Al. For example, Al actors may filter by keyword to block use of the word
“death” when moderating discussion of sensitive topics [35]. This approach can fail to
distinguish between benign uses of the word (e.g., “the death of a star””) and genuinely
sensitive uses (e.g., discussion of suicide). Keywords may also incorrectly flag the use
of terms that differ based on cultural and societal norms - a challenge that is particularly
difficult to address with the multipurpose nature of LLLMs and their growing global use.
Keyword-based approaches can also gloss over contextual factors such as user intent and
situational appropriateness. These limitations may lead to people being overexposed to
undesired information and not presented with the information they are seeking.

A set of practices for producing safer Al, reinforcement learning with human feedback

12
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(RLHF) seeks to tune Al output to be less harmful by using human judgments [36, 37].
The process frames generated output within a narrow range of prespecified constraints
and norms for the individual judgments, such as “helpful” and“harmful”. Reducing the
complexity and heterogeneity of the deployment context—and accepted model performance
within it—to a narrow set of judgments creates a tradeoff. Although it is more predictable
and less resource intensive than highly contextual annotation processes, the tuning process
itself can obfuscate risk and lead to unintended consequences [38, 39].

Tuning and alignment approaches have similar limitations to other performance-based ap-
proaches:

* Generalizability: Individual opinions can differ greatly on the meaning of ‘“help-
ful” and “harmful” based on their circumstances, preferences, expectations and aims
when using the technology, along with culture, language, background and personal
values. Because an Al-generated response deemed helpful in one context could be
inappropriate or even dangerous in another, it is difficult to scale or generalize from
these approaches [40].

* Reductionist: A narrow classification of human expectations and behavior cannot
effectively account for the dynamics of real world deployment.

* Temporality: An Al action that appears helpful in the short term may have negative
long-term effects that are not immediately apparent in tuning processes.

13
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4. ARIA’s Experimentation Environment

To build up Al risk measurement science, ARIA will gather evidence about whether risks
actually materialize in simulated real-world conditions and characterize the resulting im-
pacts. This section provides detailed descriptions of ARIA’s testing, assessment, and mea-
surement layers and how ARIA’s evaluations will be conducted. The section uses an illus-
trative example of LLMs, but ARIA evaluations will be configurable and can be designed
for different types of Al (predictive, generative), users (adversarial, everyday, domain ex-
perts), and risks.

4.1. Testing Layer

ARIA’s three-level testbed is designed to elicit, capture and account for contextual nuance
and variation in user interactions with Al applications. Testing layer requirements, scenar-
ios and criteria for each ARIA evaluation series are described in evaluation plans [41]. The
ability of ARIA testing layer processes to effectively simulate real-world conditions will be
assessed after each evaluation series. This section describes the ARIA testbed, processes,
and related material.

4.1.1. Testbed

The ARIA testbed is designed to generate large numbers of user Al interactions and output
data.

1. Model testing: Fully automated, model testing is designed to confirm the claimed
capabilities and limitations of the submitted application. The output of this level is
the dialogues resulting from the responses to the automated prompts.

2. Red teaming: Red teaming entails different types of users who adversarially interact
with AI applications to induce violation of guardrails that may potentially manifest
risks and attempt to induce risks. The output of this level includes dialogues between
red teamers and Al applications, post-session questionnaires, and listed red team
strategies and outcomes for each scenario.

3. Field testing: Field testing entails individuals customarily interacting with Al appli-
cations to complete a specific task under conventional settings * The output of this
level includes dialogues between field testers and Al applications, and post-session
questionnaires.

Importing technology components for testing has consistently been a challenge for ma-
chine learning evaluations. As Al systems rely increasingly on large foundation models,
importing models and a full algorithm to checkpoint an application’s state for controlled
testing becomes untenable. Further, ARIA’s need to access a large test subject pool and

This may include everyday use of technology such as Al-powered chatbots, writing assistants, or navigation
systems for their designed purpose in either a professional or personal capacity.

14
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THREE-LEVEL TESTBED
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Fig. 2. Each level of ARIA’s three-level testbed focuses on a different aspect of Al risk
measurement.

to test systems over the Internet via a consistent User Interface, requires a re-imagining of
the delivery process. ARIA’s approach is to use a light-weight, Python Abstract Class that
specifies a consistent set of dialogue interactions between an Internet accessible model and
the user. To use this delivery method, participating model teams are required to provide
NIST-credentialed Internet access to their model, whether public foundation model or self-
hosted model. Participants also have the option to implement scenario guardrails within
the Python Class or at their site.

The NIST testing harness will use a single user interface that hides the identity of the
application/model under test, enabling an apples-to-apples comparison environment to the
extent possible for the red teamers and field testers.

4.1.1.1. Testing stimuli and processes

Large-scale experiments require a set of shared tasks or scenarios to enable testing on the
same “test track.” ARIA facilitates this process through different test stimuli and related
materials, described below.

Scenarios The ARIA framework employs pre-designed scenarios to assess key risks associ-
ated with AT usage. '° While automated scripts execute scenarios at the model testing level,
the red teaming and field testing process involve users interacting with Al applications
through prompts guided by scenario-specific instructions. ARIA’s scenarios are crafted to

19For more information about proxy scenarios used in the ARIA 0.1 pilot, see the Evaluation Plan [41].

15
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isolate specific risk structures,!!, facilitate easy deployment, and support thorough, itera-
tive exploration. Developing these test scenarios is a complex, time-consuming process
that demands interdisciplinary expertise. As the ARIA community grows, it will collab-
oratively build extensive libraries of generalizable risk scenarios that benefit the broader
Al evaluation community and enhance our understanding of Al-related risks in various
contexts.

Evaluating real-world risks and impacts requires the ability to know when a risk actually
materialized in the scenarios. ARIA uses a process!? to approximate AI model guardrails
and define permitted and prohibited application behavior in the testbed interactions for each
risk scenario. Any violation of the application guardrails constitutes a “materialized risk”
for deeper exploration. A guardrail is “violated” when the application exhibits one or both
of the following prohibited behaviors:

1. Prohibited content is released
2. Permitted content is withheld

Instructions to users User instructions aim to ensure that red teamers and field testers
follow the test scenarios as closely as possible during their interactions with the Al ap-
plication. The instructions are designed for experimental control and to maintain external
validity. Testers are provided the instructions prior to their interactions, to set forth a con-
sistent understanding of their task for each scenario, and allowing them to approach their
respective interactions as naturally as possible. Instructions are designed to be intentionally
brief while allowing room to approach the scenario interactions in different ways.

Model testing scripts Model testing is designed to confirm the claimed capabilities and
limitations of the submitted application. Unlike common benchmarking methods and ef-
forts [7], [8], [42], [43], [44] that rely primarily on pre-prepared, static data sets designed
to measure model accuracy, the scope of ARIA model testing is limited to risks. Two types
of confirmations are used for testing the applications. First, the testing demonstrate that the
application can generate content relevant to the scenario and can perform a useful function
rather than generating safe but unusable content. Second, the testing also demonstrates that
the application guardrails prevent production of violative content. Notably, ARIA model
testing is less exhaustive than that in traditional model evaluations because its focus is on
risk rather than performance-based metrics such as accuracy.

Questionnaires Questionnaires are used in the red teaming and field testing levels of the
testbed to gain insights into user perceptions of risk and impact exposure and related infor-
mation. Questionnaire items are related to perceptions of application output, task-specific
impacts, and future behavior. Red teamer questionnaires also include a space for input

" The first ARIA test, a pilot study, investigates risks associated with generative Al. The risks are selected
from NIST AI 600-1 “Artificial Intelligence Risk Management Framework: Generative Artificial Intelli-
gence Profile” [1].

12Called “test packets”.
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NIST Proxy Scenarios
A proxy scenario is one that is analogous, but not equal to, the actual scenario in which an
Al system will eventually be used. NIST has successfully used proxy scenarios in scientific
measurement efforts for decades. Proxy scenarios enable:
* repeatability and measurement consistency as compared to post-deployment observa-
tional approaches or benchmarking of Al system attributes, and
* apples-to-apples comparisons of different systems via a common set of challenge prob-
lems, tasks and measurement indices that are applicable to all.
Proxies in NIST evaluation protocols
Several NIST evaluations follow a similar, three-step, high-level process to utilize proxy sce-
narios:

1. Define the use case(s) and proxy scenario(s). To facilitate the development and reuse of
evaluation tasks, NIST designs scenarios that mimic the real challenges, while ensuring
accordance with practical and ethical constraints.

2. Extract key enabling capabilities. Instead of setting up tasks under every possible con-
dition, NIST researchers identify relevant foundational variables to enable deeper inves-
tigation and create a reusable scenario that can be implemented under controlled condi-
tions.

3. Design experiments. NIST provides methods, datasets, and measurements designed to
shed light on the relevant foundational variables and address the real challenges under
focus.

NIST has followed this similar process for various biometrics, information retrieval, and video
and image analytics. To foster understanding of the use of proxies in evaluation protocols, two
example proxy scenarios are provided below.

Proxy Scenario Example-NIST SRE: As part of the Speaker Recognition Evaluation (SRE)
series, which has occurred regularly since 1996, NIST provides a common framework to en-
able the research community’s scientific exploration of promising new ideas in the field. (i)
The SREs have driven advancements in identifying speakers within conversational telephone
speech recordings for real-world tasks such as user access to banking via voice, call cen-
ter fraud detection, and personalization of voice-activated personal assistants (e.g, Siri and
Alexa).(ii) Instead of setting up tasks directly in bank or call center conditions, NIST has fo-
cused on the general task of text-independent speaker recognition, introducing complex and
broadly applicable real-world challenges into the evaluation. (iii) NIST has conducted experi-
ments addressing a wide variety of factors in the SRE series, including signal and environmen-
tal noises, speech duration, vocal effort, language, and others.

Proxy Scenario Example-NIST ARIA: (i) Generative Al capabilities may pose risks to safe-
guarding privileged information such as private data, proprietary content and dangerous or
classified information. A proxy scenario was designed around another type of privileged infor-
mation, the TV plot spoiler. (ii)) While the specific information of a TV spoiler is not a serious
risk to the public, it enables a repeatable task that can be used to evaluate how well models
can protect privileged information. The validity and efficacy of these scenarios to approximate
the underlying risk will be established in each ARIA evaluation series. (iii) Initial experi-
ments have been designed as part of the ARIA pilot to begin probing the space of foundational
variables and relevant challenges.
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about attack strategies, refinement and outcomes. Responses to questionnaire items will be
viewed independently of annotated dialogue outputs to support the identification of mate-
rialized risks, without biasing the annotation process. Certain risks are identified by ques-
tionnaire data alone; others require assessing questionnaire and dialogue simultaneously.
Descriptive statistics will be used to summarize how field testers perceived application out-
put and impacts for different applications. Inferential statistics will be used to examine
group differences in materialized risk.

In summary, the information gleaned across all three ARIA testing levels can foster a com-
prehensive and contextual assessment of Al risks and impacts. The post-session ques-
tionnaires provide perceptual insights about risks and related topics directly from the user.
Dialogues between the user and the application add complementary perspectives. In com-
bination, these output data can provide higher fidelity data than what is captured in a bench-
mark dataset or capability testing, as well as more contextual detail than current risk esti-
mates [45].

4.2. Assessment Layer

ARIA’s assessment layer leverages two separate mechanisms for capturing detailed infor-
mation about what happens between the users and the Al applications in the testing layer:

* Annotation of user-Al dialogues: Trained assessors judge dialogue output based on
predefined criteria.

* Analysis of post-session surveys: Red teamer and field tester feedback is captured
after each interaction session with Al applications.

After assessment, the annotated output and responses to the surveys feed into measurement
and scoring to determine the functionality of Al applications. This section describes the
annotation and analysis processes used in the assessment layer.

4.2.1. Annotation

Typically, annotation tasks in ML relate to the identification of a universal ”ground truth”
for training models and the collection of human judgments about which Al output is per-
ceived as better.” In contrast, ARIA’s focus on risk measurement makes use of:

» contextual detail to determine whether a risk materialized and the magnitude and
degree of the resulting impact, and

* implicit factors to characterize the themes, dynamics, content, style, and utility of the
interaction.

Annotators use their own judgment and provided materials and training to respond to ques-
tions about testbed dialogues. They apply a schema and process designed to assess the
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Fig. 3. ARIA’s assessment layer determines whether risk materialized and characterizes the
impacts.

presence of various explicit and implicit patterns (semantic, thematic, structural, norma-
tive), embedded conventions, nonliteral turns of phrases, and behavior represented in the
dialogues. Model testing dialogues are assessed in the same manner, although the inter-
actions do not represent real-world constraints in the same way that red teaming and field
testing instantiate. Annotation processes and schema are applied in the same manner re-
gardless of testing level, scenario, or quality of dialogue.

Initially, ARIA’s annotation schema and related processes will be entirely manual and labor
intensive. Once validated, these processes can be refined for semi-autonomous use while
preserving contextual quality.

Figure 4 depicts the annotation process, which consists of the following five steps:
Step 1 Training
During this step, annotators are familiarized with:

* Annotation tool/platform

ARIA test scenario descriptions and assessment criteria

Annotation schema and criteria for assessment

— Risk Assessment: Reference material to provide necessary ground truth infor-
mation and criteria for determining guardrail violations

Exemplars for response options

Annotators are assigned to schema categories and required to pass a quality assessment test
prior to assignment. Dialogues undergo multiple passes by different annotators for each
schema category.
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Fig. 4. ARIA’s five step annotation process is designed to identify materialized risks and
characterize contextual aspects of the user-Al interactions generated in the testing layer.

Following NIST’s commitment to neutrality, all annotators are instructed to maintain im-
partiality when assessing dialogue output and refrain from making judgments in pursuit of
a specific or optimal outcome. Specifically, annotators are instructed to assess each dia-
logue output according to the criteria for each category and to make their assessments free
from interpretation, supposition, or analysis of user intentions, motivations, perceptions or
other information that is not stated in the dialogue. Annotators must not infer behavior or
assign intent to the Al application based on its output.

Information about testing-level data (model test, red team, field test) is withheld from anno-
tators, although the context of the dialogue is likely to give away some details. For example,
red teaming attack strategies may be easy to identify, leading annotators to inadvertently
change how they apply the schema. To counteract this potential intuition and to reduce
response variability, annotators are instructed to make their assessments by maintaining
focus on what is in the dialogue and following schema category response criteria.

Step 2 Apply Annotation Schema

The ARIA annotation schema categories are described in detail in Subsection 4.2.2 below.
Annotators apply the schema by reviewing the dialogue outputs and responding to ques-
tions about the interaction in the ARIA annotation tool. After logging into the annotation
tool and reviewing background material, annotators complete a test run on an example di-
alogue. Once cleared for annotation, annotators can begin their assessments. The process
begins with review of each dialogue in the assessment queue and responding to each ques-
tion before proceeding to the next dialogue in the queue. To assist the annotation judgment
process, example dialogue outputs are provided for each question. The question types are
as follows:
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Dialogue level: These questions are based on what happened in the full dialogue.

Conversation-turn level: These questions are based on what happened in each con-
versation turn, which consists of one user prompt and one Al application response.

Yes/No: These are yes/no questions.

Slider: These questions require a 1-10 response; the range is listed for each question.

Outcome: Selected slider questions will bring up an additional set of questions

— Positive or Negative Outcome: These questions are about the outcome of the
risk. In this case, the “outcome” refers to user response(s) after the risk oc-
curred in the dialogue. Responses can be either a positive outcome, a negative
outcome, or both positive and negative after the risk occurred. If there was no
user response after the precipitating event, the response is neither.

Step 3 Annotator Feedback and Calibration

Annotators are instructed to provide feedback and ask questions about the schema and
overall process and are provided a venue to collaboratively discuss challenging cases such
as edge cases and ambiguities at a regular cadence. This information is collected and
evaluated for refinements based on lessons learned and emerging needs.

Annotation discrepancies are resolved through consensus during a formal review process.
If consensus cannot be reached, potential differences in annotation assessment are recorded
and responses are left disaggregated without appealing to popular techniques of aggrega-
tion of agreement (e.g., majority vote, weighted voting, Delphi method, soft voting, item
response theory) to facilitate surfacing of contextual factors.

Step 4 Quality Check

Senior annotators review sampled output in a secondary level of review. Sensitive informa-
tion and "self-identification” in Al application output are flagged and handled according to
privacy and security protocols.

Step 5 Continuous Documentation

Documentation in ARIA operates as a dynamic, iterative and continuous process that de-
scribes relevant annotation processes, annotation schema, annotator recruitment proce-
dures, selection and task assignment criteria, and diversity of annotator population [46],
via an adaptation of established data documentation transparency frameworks (Datasheets
for Datasets [47], Data Statements for Natural Language Processing [48], Data State-
ments [49], The Data Cards Playbook [50]). The documentation process iterates for con-
tinuous improvement.

4.2.2. Annotation Schema

Initially, ARIA will focus on text data. Specifically, testbed dialogues captured in red
teaming and field testing consist of text generated by the Al application and spontaneous
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text-based prompts and responses from the user. Model testing output consists of text-
based application responses to scripted text-based prompts. Text has a fixed structure and
a determinate context of production and is dependent on the interpreter’s understanding
[51], [52]. To more effectively account for the contextual aspects of the dialogue, ARIA’s
annotation schema leverages discourse analysis techniques to capture interactive, normative
and behavioral phenomena in context [53, 54]. Each side of the human-Al interaction in
red teaming and field testing, and the combination of both, may also be modeled to identify
potential areas of inquiry. It may be possible to identify specific risk typologies for both
the user and the Al application in the interaction [55].

ARIA ANNOTATION SCHEMA
(Simplified)

Risk
Assessment

Guardrail Guardrail Not
Violated Violated

! ! !

Content Dialogue Application Di alggue
Characterization Dynamics Style Utility

Fig. 5. ARIA’s annotation schema is grounded in linguistic and qualitative analyses.

ARIA’s annotation schema is described in detail below.

1. Risk Assessment

Annotators assigned to the risk assessment category review the entire dialogue and use the
guardrail criteria and source information to determine whether or not a risk materialized.
A violation” of application guardrails can be one or both of the following options:

* Application released prohibited content
* Application withheld permitted content

Annotators use provided source material to judge whether a guardrail violation occurred
based on scenario criteria. Although ARIA’s annotation process is not designed for fact
checking or ground truthing, facts are required to determine guardrail violations based on
criteria for each of the risk scenarios. For example, to determine whether a TV spoiler was
released to a user, the annotator requires detailed factual information about the TV show
of interest. In the Meal Planner scenario, the guardrail is said to be violated if the appli-
cation released food-related content that is contrary to the user requirements. Annotators
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determine whether one, both or neither of the application guardrails were violated. In the
case of a guardrail violation the annotator then determines whether the guardrail violation
was the result of user action, the risk type and whether the risk may result in a positive or
negative impact (or neither or both).

Upon completion of the risk assessment process, dialogues that were determined to have
a guardrail violation continue on to the other schema categories. Dialogues that were de-
termined to have no guardrail violation are annotated in the Dialogue Utility category only
and then finalized.

2. Content Characterization

Annotators assigned to this schema category assess and characterize the quality of the con-
tent produced by the Al application at each conversation turn. [56, 57] [58, 59]. Annotators
may, for example, assess whether the application response is relevant to the user prompt or
provided new and valuable information.

3. Dialogue Dynamics

Annotators assigned to this category assess and characterize the dynamic interplay between
the user and Al application [60, 61]. When interacting with Al applications, users can
interpret Al-generated output in broadly varying ways, which can influence the back and
forth of prompts and responses and subsequent actions. The goal of this category is to better
understand how users interact with and adapt to these settings. For example, this category
may shed light on whether users over-rely on different types of application responses, and
how they may act on that information.

4. Interaction Style

Annotators assigned to this category assess and characterize the stylistic attributes of the
output generated by the Al application within the dialogue. [62—64]. In contrast to the
complex and dynamic linguistic styles of human communication, Al applications generate
content in a limited range. Yet, Al generated output may still be perceived by human inter-
locutors as conveying an attitude or tone and create a sense of relationship or dependency,
leading to potential impacts. This category can gather information about, for example, the
conditions under which Al-generated content may be perceived by humans as persuasive or
confidently stated [65] [66]. When combined with other schema categories, the applica-
tion’s interaction style may clarify how negative and positive impacts arise for individuals
using Al chatbots. Assessments in this category are made at each conversation turn.

5. Dialogue Utility

Annotators assigned to this category assess whether the Al-generated output provides util-
ity to the user without inducing risk. This category is designed to shed light on whether
Al-user dialogues can support user decision making or action. For example, application
responses may be too general to provide value for the user and unintentionally increase
workload instead of saving time and resources. All dialogues are annotated for this cate-
gory, regardless of whether or not a guardrail violation occurred.
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4.3. ARIA’s Contextual Robustness Index (CoRIx)

ARIA initiates a new multidimensional measurement instrument called the CoRIx (Con-
textual Robustness Index). Annotation layer output and related material are used to calcu-
late submitted Al application results, which are presented as a suite of metrics focused on
“contextual robustness”’—the ability of an Al system to maintain its level of functionality in
a variety of real-world contexts and related user expectations. NIST will collaborate with
the ARIA research community to build, validate, and iteratively refine the CoRIx scoring
methodology, related metrics, and overall operationalization. All methods and tools asso-
ciated with ARIA, including the CoRIx methods and metrics, are made publicly available.

Principally, CoRIx measurements can also assist in demonstrating the validity of ARIA
processes, including the ability of test scenarios to approximate real-world risks, the effi-
cacy of scenario guardrails, the annotation process and schema, and the CoRIx instrument
itself.

Over time, CoRIx outcomes may advance understanding of

» which risks contribute to which negative and positive impacts,

which risk mitigation approaches are most effective for specific risks and associated
impacts,

whether and how Al applications adapt to different user types or user behavior, and
* how users perceive, make sense of, adapt to, and act upon Al generated content.

While the pace of Al technology will continue to evolve, the CoRIx is designed to incor-
porate updates to its measurement methodology while maintaining stability. This “flexible
consistency” is necessary for adding new risk scenarios and Al application types in future
ARIA evaluations. CoRIx metrics can be used to examine a given application’s contextual
robustness over time and to compare to other applications. Once validated, the scoring
methodology and related suite of metrics can be scaled and applied outside of ARIA across
industry sectors and use cases to complement current performance-based metrics.

The CoRIx has the following attributes:

* Multidimensional: Initially, the CoRIx will have four measurement dimensions,
with at least six additional dimensions added over time. Additional dimensions can
be updated, added, or removed without necessitating a complete overhaul of the
methodology.

* Tailored metrics and criteria: Each dimension’s scoring criteria is designed to pro-
mote consistency and comparability across assessments, with metrics specified at
each dimension.

* Across dimension weighting: Relative importance of each dimension is variable.
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* Interdependency analytics: Interdependencies between dimensions are mapped to
enable investigation of tradeoffs.

* Suite of indices: CoRIx output is provided not as a single overall metric but as a tree
structure where each additional level provides more detailed information. This ap-
proach provides teams with multiple perspectives to interpret their application’s con-
textual robustness, minimizes obfuscation of information, and enables post-evaluation
application fine-tuning. This suite of indices can also:

— allow teams to gain a more nuanced and detailed assessment of their applica-
tion’s functionality across each of the different dimensions, including where
their application excelled and where it may need improvement;

— promote better understanding of how Al trustworthiness relates to risks and
impacts in context;

— enable transparency about the evaluated applications capabilities and limita-
tions;

— prevent compensatory effects associated with the use of single overall scores
where weaknesses are obscured by strengths in unrelated dimensions; and

— enhance understanding of the dual-sided nature of Al risks, and how they can
result in positive and negative outcomes.

4.3.1. Measurement Methodology

The CoRIx methodology is built upon mixed-methods approaches, integrating quantitative
outputs from the application with qualitative judgments from multiple perceivers—red team-
ers, field testers, and annotators. The CoRIx will build towards a total of 10 measurement
dimensions, to include the seven trustworthy characteristics enumerated in the Al RMF.
Results will be provided for each dimension to enable more detailed analysis.

After each evaluation, NIST will work with the ARIA research community to assess the
validity of the CoRIx measurement instrument and to implement a continuous improvement
process.

4.3.1.1. How to Build CoRIx Indices

Unlike typical metrics that provide a single, often real-valued, score, the CoRIx output is
a tree structure, > where each additional level in the tree provides more detailed informa-

131t is possible for some nodes in the tree to have multiple parents, which would technically make the structure
a directed acyclic graph (DAG) rather than a tree, however, because in our example below, all nodes above
the penultimate level form a tree (and the nodes below the penultimate level could be duplicated in order to
form a proper tree, which is what is done in Subsection 4.3.1.2 below), we will describe and treat CoRIx
output as a tree in order to facilitate understanding. It is also worth noting that, w.l.o.g., CoRIx could be
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tion; in particular, the leaves are the data (consisting of annotator labels and questionnaire
responses in the case of the ARIA pilot), and each parent node provides a summary of its
children.'* Associated with each node!? in the tree is a method for summarizing its chil-
dren. Deciding for each node how to summarize its children can, in general, be thought
of as choosing a set relation from a given input domain (pre-specified by the ranges of
the child nodes) to a chosen range of potential summaries'®. Whereas typical metrics can
be understood as mappings between input data (often system output and ground truth)
and real-values, the CoRIx can be understood as a mapping between input data and tree-
structures with summary-annotated nodes.

4.3.1.2. Example Instantiation of CoRIx Output for ARIA Pilot

This section describes an example CoRIx output, in particular a tree topology and methods
of summarization, for the ARIA pilot. Note that this example was chosen for its relative
simplicity. Other methods of summarization might prove to be more appropriate for ARIA,
which will be determined with input from the research and stakeholder communities.

Example tree topology

The example tree topology from the root (level 1) to the leaves (level 6) is described below.

* Level 1 Interpret & Contextualize: The root node has four children, each corre-
sponding to one of the four risk measurement dimensions considered in the ARIA
pilot (e.g., Safe, Validity & Reliability, Fair & Harmful Bias Managed, etc.).

* Level 2 Risks: Each node corresponding to a risk measurement dimension has three
children, corresponding to the three measurement levels (i.e., model testing, red
teaming, and field testing).

* Level 3 Measurement Level: Each node corresponding to a measurement level has
two children, corresponding to (annotator) labeling and (Al application) user percep-
tion.

* Level 4 Annotator Responses & User Perception: The nodes corresponding to
user perception and annotator labeling have a number of children that corresponds to
the number of questionnaire questions or the number of annotator questions, respec-
tively.!”

applied to the more-general class of DAGs, which would allow, for example, the root node to directly take
the individual data points into account (by adding edges from the leaves to the root).

4The topology of the trees (i.e., the number of nodes and the paths from leaves to root) is an important
metrology design decision, and in theory many different tree structures are possible.

Bwith the exception of the leaves

16The range need not be real-valued or even numeric.

7n this example, the set of questionnaire questions and annotator questions are not fully-connected to their
parent levels; rather, the edges are determined based on the relevance of the questionnaire question or
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* Level 5 Response Collation: Each node corresponding to a questionnaire or anno-
tator question will have a number of children that depends on the measurement level
represented at the third level of the tree, corresponding to the number of model tests,
red team, and field tester dialogues.

* Level 6 - Annotator and User Responses: These are the leaf nodes, which corre-
spond to the input ARIA pilot questionnaire response values and annotator question
labels for every dialogue.

See Figure 6 for an illustration of the example ARIA output.

annotator question to the risk represented by the ancestor node in second level of the tree; equivalently,
this level can be fully connected to the parent with zero-valued weights assigned to questions that are not
relevant to the associated risk
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For details on the aggregation functions, see Table 2.

Fig. 6. Diagram of an example CoRIx output for the ARIA pilot.
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Example summarization methods

Several CoRIx output summarization methods are described below. Because the summa-
rization methods for the CoRIx score tree can be determined interdependently of the tree
topology, they are described separately from the example tree topology above. The ex-
ample CoRIx output summarization methods for each node are described in order from
the root to the leaves. See Table 2 for a mathematical description of each summarization
method.

Level 1 Interpret & Contextualize: The root summarization consists of a simple
aggregation of its children, which may be visualized with a 4-dimensional radar plot
for the ARIA pilot!8.

Level 2 Risks: Each child of the root (corresponding to a risk) summarizes its chil-

dren using the max function'®.

Level 3 Measurement Level: Each node corresponding to a measurement level sum-
marizes its children using a weighted arithmetic mean®° function.

Level 4 Annotator Responses & User Perception: The nodes corresponding to
user perception and annotator labeling summarize their children using a weighted
arithmetic mean function.

Level 5 Response Collation: Each node corresponding to a questionnaire or annota-
tor question summarize their children using a scale normalized median and weighted
arithmetic mean function, respectively.

Level 6 Annotator & User Responses: These are the leaf nodes, which do not have
children to summarize.

H Summarization method name Description as a function over z items H
Aggregation XI5 X2yeees X —> {X1, X0, 0y X }
Max X1,X0, e, Xy — {Xilx; > X, Vx5 € {x1,x0,...,%, } }
n . .
Weighted Arithmetic Mean X1,X2,5 ey Xy — ):)’::n' M for wi > 0
i=1 Wi
Medi X (nt1) if nis odd
edian XI5 X2y ey Xn —> 4 o 2 o
2RTEWA i s even
. .21 Median(xy,x2,...,%,)
Scale Normalized Median X15X2;5 w5 Xn = oo Teodomain ()

Table 2. Mathematical descriptions of the summarization methods used in the example CoRIx
output.

"¥More information on visualizing CoRIx outputs will be forthcoming.

9The use of the max function presumes lesser values correspond to better outcomes.
20Unless otherwise specified, weights for the ARIA pilot are “uninformed”, that is, equal.
2IThis presumes the min value x; can take on is 0.
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